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Introduction

Our digitized and networked world allows us to do 
more things than we may have ever thought possible. 
Looking back over the last few decades, we have made 
more advancements in technology than any other 
industry. Whether it’s to shop, connect with friends 
and family, manage our bank accounts, or search for 
information, we spend more and more of our daily 
lives online.   

Unfortunately, while the internet allows us greater 
convenience and productivity, it also come with 
higher vulnerabilities and exposure to risks as it 
relates to our personal information. Recently there 
have been multiple events that showcase the dangers 
of cyberattacks.  

Yahoo released that more than 3 billion accounts had 
been hacked back in 2013, releasing names, email 
addresses, and passwords. WannaCry, one of the 
biggest cyber-attacks to date, hit PCs and Businesses 
around the world in May of 2017. The hack on Equifax 
exposed personal and financial details of 143 million 
consumers. Email scams through Netflix, data 
breaches through Uber, and other weaknesses in large 
corporations showcase how easy it is for hackers to 
take advantage of consumers who lack the proper 
knowledge to prepare themselves for a breach. 

While there’s not much we can do to stop cyber 
threats entirely, there are certainly ways that we can 
all be smarter with our cyber-safety. Here are 7 tips 
for securing your information online.  
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1. Updating Your Devices:

Make sure that your anti-virus  
software and computer/phone 
software remains up to date.  

As annoying as the reminders may be, when 
your phone or computer has an update 
available, it’s important to take the time to 
install these updates. Updates are made to fix 
flaws and provide enhancements in a software 
system or application.  

While we hope that security researchers 
discover these issues beforehand, cyber 
criminals occasionally identify security holes 
first, but are much more likely to find flaws on 
an outdated server or application.  

With WannaCry, for example, hackers came in 
through outdated Microsoft software. The most 
important software to keep updated are your 
operating system (like Windows, OSX, or your 
cell phone’s software like iOS), your browser 
(Google Chrome and Mozilla will do this on their 
own), and your antivirus software.  

Even if an app update on your phone doesn’t introduce many new features beyond 
“improvements and bug fixes”, it’s still worth a download from a cyber-security standpoint.

Windows OS: Settings > Update & Security > Check for Updates 
Apple OS:  App Store > Updates > Update All 
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2. Recognizing Suspicious Activity:

Don’t click on emails, suspicious links, or downloads from sources that you don’t 
recognize or if you can’t confirm the true identity of the sender. 

If you were approached by a random person with a professional business card asking for your 
social security number, license, and credit card information, you likely wouldn’t give it to them. 
For some reason, when we take these same questions online, too many of us fall victim to these 
cyber-attacks, known as phishing. Phishing is #1 delivery vehicle for ransomware and other 
malware, and is typically executed via email or social media claiming to be a well-known 
company or government agency requesting money or providing a link. Common features 
associated with phishing emails are those that containi: 

• Unusual Senders that Appear Credible or Someone You Know: Cybercriminals typically
try to send emails from companies that you recognize and know. If you receive an email
that appears to be from Apple or Microsoft telling you that your computer is broken, for
example, it’s likely not true. These companies wouldn’t email you this information or
request any personal information online. If you receive an email from someone you do
know, be sure that they are not accidentally sending you a virus as well.

• Offers That are Too Good to be True: These emails will often be eye-catching with
lucrative offers that aim to catch your attention immediately. For instance, an offer may
say that you’ve won the lottery, an iPhone, or some other prize. If it seems too good to
be true, it likely is.

• A High Sense of Urgency: A common tactic among cybercriminals includes a time limit
on when you need to take action before a negative consequence occurs. For instance,
you may receive an email from someone claiming to be the IRS saying you owe money
and it’s due by the end of the day or you’ll face a hefty penalty. Remember that the
government and most companies would not notify you via email (and even over the
phone). They’ll also likely give you more time and will never ask you for your personal
information over the internet.
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• Misleading Hyperlinks: A lot of these emails contain links that may appear to take you to
a credible site like Apple.com, but upon clicking will actually take you to a different site
or download a virus. Hover over a link to see the actual destination, and note that these
scam emails may also take you to a site very similar to a real site with one letter off like
bankofarnmerica.com for example.  Even if you know the person sending you an email,
always be cautious when clicking a link as they may have had their account comprised.

• Corrupt Attachments: If you receive an attachment that doesn’t appear to make sense
or is from someone you don’t recognize, don’t open it. It could contain payloads like
ransomware or a virus.
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3. How to Avoid Phishing:

Be aware of common pushing phone calls or mailings designed to steal money. 
Don’t fall victim to phishing and scammers. 

A very common cyber-attack targeted at seniors is done through a phone call or letter in which 
the cybercriminal claims to be a computer company or government agency claiming that your 
computer is broken or that you owe money in some manner. When in doubt, contact the 
supposed organization directly by using their real contact info from their website. You should 
not be giving any personal information like social security info, credit cards, etc. to these people 
over the phone.  

Phishing is defined as fraudsters trying to trick you into giving out your personal information by 
impersonating businesses. Some examples of phishing include phrases like “please verify your 
account information or it will be deleted”, “send us your personal information now for a free 
gift card”, “I am stuck in a foreign country and I need $300, please send it at the following link”. 
All of these tactics are trying to get you to either click a link, provide personal information, or 
send them moneyii.  

You can report phishing attempts to the Federal Communications Commission by forwarding 
emails to spam@uce.gov. You can also file a report with the FCC at www.fcc.gov/complaint.  

ACTION STEPS: 
1. Use a trusted security software and set it to update automatically.
2. Don’t email personal or financial information. Email is not a secure method to

transmit personal information.
3. Review credit card and bank statements as soon as you get them to make sure that

everything is in order.
4. Be cautious about opening attachments and downloading files from emails.

mailto:spam@uce.gov
http://www.fcc.gov/complaint
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4. Effective Passwords:

Utilize passwords that are strong and unique. 

It’s recommended that your passwords are at least 8 characters long and use a combination of 
upper and lowercase letters and symbols. Try to make your password something that you can 
remember without using obvious names, numbers or sayings. There are plenty of password 
generators and password keepers online to make this process less complicated and to help keep 
you safer online. Take the following precautions to make sure that your password is safe and 
protectediii: 

• Sign up for a password management system (LastPass, Dashlane, RoboForm)

• Change your password at regular intervals

• Never tell anyone your password, including family and friends.

• Lock your screen or log out when stepping away from a computer, especially in a public
area.

• Use a temporary password when using a public computer or a public network to access
confidential information.

• Ignore requests by websites asking to “remember” your password.

Keeping your finances and financial information private is crucial, and it starts with a strong 
password. Make sure to use random characters when choosing a password, sometimes creating 
“passphrases” is more secure than passwords. Having a series of random words in a phrase 
could be more secure than relying on just one pass “word”. It’s also smart to use different 
passwords for different sites, don’t fall into the trap of using the same password for all of your 
important personal information.  
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5. Privacy Settings:

Utilize privacy settings on your smartphone and in social media. 

In this day and age, everyone seems to be on social media. Even though sites like Facebook, 
twitter, Instagram, and LinkedIn have become norms in our daily lives, it’s still important to 
recognize that we need to stay safe online. Here are some tips on how you can make sure that 
your information remains private on social mediaiv: 

1. Make sure to familiarize yourself with the privacy settings on any social media network
you use. In almost all cases, you want to make sure your privacy is set to “friends only” so
that only people you know can see what you post.

2. Avoid oversharing about your private life, including full birth dates and places of birth.
Sometimes this information can be used by identify thieves and data mining companies.

3. Remember that nothing you post online is 100% private. Whatever goes on the internet
might eventually be seen by people that are not in your intended audience. Everything
posted online can be cached, stored, or copied.

4. If you use location-based applications or devices, turn location-sharing off.

5. Always verify that you know an individual before accepting a friend request or a follow. If
you receive a connection request from a stranger, it is always safer to decline.

6. Be sure to log off social media sites after using them to prevent strangers from having
access to your account. Always be cautious when using social media sites on public
computers.

Make sure that you’re not posting private information publicly and restrict who can view your 
location, contacts, and other personal information on your phone. It is also important to keep 
your phone safe from prying eyes. Make sure you have a password set up on your phone that is 
unique and hard to guess. Don’t use number sequences like your birthday, bank pin codes, or 
easily guessable combinations. If possible, use a 6+ digit password option, or a fingerprint 
unlocking feature if it’s available for your phone.  
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6. Keep Track of Your Digital Finances:

Monitor your credit card and financial accounts online. Always check statements 
for inaccuracies and always opt-in for Multi-Factor Identification.  

It is always important to take a detailed look at your financial statements as soon as they 
become available to you. Not only is this a good financial habit to get into to assess whether 
you’re paying for things you may not need/use, but it’s a particularly important step in catching 
fraudulent activity before it has a big impact on your financial security. Double check that your 
credit card is only being used on purchases that you’ve made, and if you don’t recognize certain 
purchases, report it to your bank or credit card provider as soon as you can.  

A lot of banking is performed online, and it is crucial to make sure that you keep your private 
financial information safe from the wrong hands. The first step in protecting yourself is making 
sure your computer and your antivirus software are up to date. An ounce of prevention is worth 
a pound of cure.  

Another step you can take to stay secure in your finances is to opt in for Multi-Factor 
Identification, a process by which you have to prove your identify using multiple pieces of 
evidence that are presented to an authentication mechanism. This usually includes a 
combination of things like answering multiple personal questions, providing your phone number 
for a pin to access an online browser, or using a credit card with a pinv.  

When on a site where you may have to provide sensitive private information, always look for a 
small green lock symbol in the address bar to ensure that the site is Extended Validation 
Certified. This means that the website is safe and secure.  
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7. Wi-Fi Precautions:

Keep in mind that public wi-fi or computers may require extra safety precautions. 

If you’re using a public wi-fi network, it could be possible that cybercriminals are attempting to 
steal information from your computer. It is always important to verify with staff of the 
establishment you’re in that they do have a wi-fi network and that it is safe to connect to. Try 
to avoid doing banking or personal finances on your computer if you are connected to a public 
wi-fi network. Make sure your sharing features are turned off on your computer or smartphone 
so that you’re not unknowingly transmitting information across the network.  

Always be sure that your credit card information and passwords are NOT saved on a public 
computer. A lot of websites offer to save these automatically, but be sure that you click “No” or 
opt out of this option to avoid giving other people easy access to your accounts. Similarly, make 
sure you are opting out of the “connect automatically” feature on your wi-fi settings. You can 
also keep wi-fi off when you don’t need it. Even if you haven’t actively connected to a network, 
your computer could still be transmitting data to networks in range. As an added bonus, your 
battery life will last longer if you turn wi-fi offvi.  
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Glossary: 

• Antivirus Software: These programs protect your computer from Internet viruses or

codes that can quickly disable your computer (or an entire network). When functioning

properly with all necessary updates, this software will constantly monitor your

computer to prevent viruses from “infecting” it.

• Bot: In the context of cybersecurity, a bot (also known as a zombie) is an Internet-

connected computer that has been compromised by malicious code in order to use the

computer for something other than what was intended. Bots work together to send

messages such as spam or malicious code without it being traceable.

• Cache: A cache is a technology to store data so that your computer runs faster because

it has already done something once before.

• Cookie: A cookie is a small text file which is placed on your computer when you visit a

website. This cookie allows the website to keep track of your visit details and store your

preferences.

• Extended Validation Certificate: Extended Validation certificates are widely considered

to be the most trusted option currently available for ensuring the safety of a site. If a

site is EV certified, you can rest assured that your information is safe from prying hands.

• Hacker: A hacker is generally regarded as a person who manages to gain unauthorized

access to a computer system in order to cause damage.

• Location Sharing: Allowing the GPS location of a mobile device to transmit that data to a

service. In many cases, users are not aware that location sharing is taking place in their

smartphones and tablets.

• Malware: Short for "malicious software," malware is any program or file embedded into

a system to run an unauthorized process for the purposes of capturing information,

sabotaging the system, holding it for ransom, or other negative actions.
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• Phishing: A social engineering hack in which the actor attempts to trick a target into

delivering access to the target’s system. An example of this would be an email message

which appears to come from a legitimate address belonging to a bank or major Internet

site. The email requests the target enter their login and password or financial

information. Don’t trust emails asking for personal information.

• Spam: Spam is made up of unsolicited emails or other types of messages sent over the

Internet. Spam is often used to spread malware and phishing, which is why you should

never open, reply to or download attachments from spam messages. Spam can come

your way in the form of emails, instant messages, comments, etc.

• Spoofing: Sending an email disguised to look like it is coming from someplace besides its

actual origin. The address may be changed, the email address may mimic a known

domain, and the email formatting may imitate the design attached to a well-known

company or site.

• Virus/worm/Trojan: A virus is a self-replicating computer program, designed to be

slipped into a computer in order to copy, delete, change, damage, or lock data. A virus

frequently uses the infected computer to spread itself to other targets. Similarly, a

worm does not alter files, but rather, it stays in active memory and replicates itself. A

Trojan or Trojan horse is a virus that appears to have a useful function and uses that

shell of legitimacy to avoid security measures.

i US-CERT. “Recognizing and Avoiding Email Scams”, US-CERT.gov. 2008. Web. 
ii Federal Trade Commission. “Phishin”, FTC.gov. September 2011. Web. 
iii “Online Financial Passwords 101”, MoneyTips.com. September 2, 2014. Web. 
iv Privacy Rights Clearinghouse. “Social Networking Privacy: How To Be Safe, Secure, and Social”, PrivacyRights.org. February 1, 2016. 
Web.  
v Howard, Clark. “5 Ways to Stay Safe When Doing Online Banking”, clark.com. February 23, 2016. Web. 
vi Savvides, Lexy. “Staying Safe on Public Wi-Fi”, CNET.com. June 3, 2015. Web. 




